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Procedural Documentation – NOTIFICATION SHEET
Introduction: 
The legislation is increasing the duties to provide documentation to ensure that companies adhere more strictly to the data protection rules. According to art. 30 GDPR (General Data Protection Regulation) a record of all processing activities involving personal data shall be maintained. Unless such a record shall be maintained, the supervisory authorities may impose high fines.
Recording the data processing activities according to the GDPR will – just like the previous internal directories of procedures - play an important role to ensure compliance with the legal privacy regulations. Only those who know the own processing, shall be in a position to take appropriate measures to ensure that data processing activities are performed in accordance with the legal regulations. Effective from 25th May 2018, infringements shall be subject to administrative fines up to 4 % of the total worldwide annual turnover or up to 20 000 000 EUR, whichever is higher. 
The directory of data processing activities serves as essential basis for a structured documentation of data processing and helps the controller to prove, acc. to art. 5, paragraph 2 GDPR, the compliance of processing activities with this regulation (accountability). The GDPR becomes enforceable on 25th May 2018, so the transitional period shall be used to adopt existing documentation to the new requirements. The basic concept consists of: basic details, individual processing activities and the security concept of the company. Please complete the blue coloured fields in any case.
In case of any question relating to completion of this questionnaire, please feel free to contact us. 
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	Name of Processing:
	· New processing
· Change notification existing processing

	
	


Please complete the blue coloured fields in any case.

	Field Name
	Free text
Just note the ACTUAL STATE
	Help
(for additional help and examples click comments)

	Controller:


	
	Company data (exact company name), person in charge (complete name), data protection officer 
Example: Company name, company address, managing director, contact data/telephone n°, e-mail.

	Department/responsible person:


	
	Specification of relevant department and full name of the person in charge for this procedure/this processing, incl. contact details (e-mail address, phone number)

	Describe, how and why you are processing the personal data (purpose):
( It is a processing on behalf of another company. 
	
	How will these data be processed? 
Electronic registration or in written form?

For which purpose the data processing is required?
What is the reason for collecting the data? 

Please specify name, address and contract n° if the processing is carried out on behalf of another company (contract data processing)
Example: For planning, controlling and monitoring of the business units with focus on optimization; to reconcile business contacts; storage necessary for banking-related database for accounting and payment of salaries; necessary for statistical evaluation; necessary for scheduling for marketing purposes; for sales purposes; for registration of order data; storage necessary for ordering and delivery processes; customer service; to optimize process running etc.

	Describe, why the data processing is required/authorized (legal basis):
	
	Please list the relevant legal basis/bases authorising to process/store personal data.
Examples:
· Contract performance: § 28 FDPA | art. 6 para. 1 b) GDPR data processing required for contractual performance or execution of pre-contractual measures upon request of the data subject
· Execution employment contract: § 32 FDPA | art. 88 para. 1, art. 6 para. 1 b) GDPR in conjunction with a company agreement | § 26 FDPA -new
· Consent: § 4a FDPA | art. 6 para. 1 a) GDPR | § 26 FDPA new
· Art. 6 para. 1 c) GDPR: Processing for fulfilment of controller’s legal obligation
· Art. 6 para. 1 f) GDPR: data processing necessary for the purposes of the legitimate interests pursued by the controller or by a third party, interests or fundamental rights and freedoms of the data subject do not override.
· Recording monthly wages, duration, weekly working hours, actual working hours: § 17 Minimum Wage Legislation (MiLoG | art. 6 para. 1 c) GDPR
· Company integration management: § 84 para. 2 Social Security Statute Book IX (SGB) | art. 88 para. 1, art. 6 para. 1 c) GDPR in conjunction with a company agreement 

· Purposes of marketing: § 28 para. 3 FDPA | art. 6 para. 1 f) GDPR
· Working Conditions Act, German Social Accident Insurance (DGUV), Occupational Safety Law
· § 15 para. 3 TMG - Telemedia Act (user analyses website)

	Which data (categories of data ) are processed?


	
	Which data are being processed and stored?
Example: 
Name; job title; address data; contact data; credit worthiness data; date of birth; account data; IT usage data; qualification data; contract data; payment details; bank connection data; time recording; telephone data; video recording; salary and wage data; health related data; fields of interest; planning data; biometric data; genetic data; union membership

	Which categories of persons are subject to the processing?


	
	Please list the groups of persons affected.

Example
: Employees; applicants; customers; service providers; suppliers; commercial agents; visitors/guests; event participants; pedestrians; patients; subscribers; users; prospects, contacts; retirees; social insurance data; data of wages and salaries; planning data; personal master data.

	Specify where the data will be stored (file location)


	
	Important here is to list the filing storage/repositories.

Example: 
CD-ROM, USB-stick, within a cloud/on an online platform (exact designation), external hard drive, central server, database etc.



	Will the data be transferred?
If so, to whom?


	
	Should the recorded/processed data be transferred, list the recipients, even within the company.
Example:

Contracting partners; customers; authorities; insurance companies; medical staff; data processors/ service providers; call centers; data-shred companies (paper/digital data)

	Will the data be transferred to other companies/authorities/bodies?


	
	Should the personal data be transferred to any other company, please list the company/companies.

	Will the data be transferred to third countries outside the EU?


	
	Should data be transferred to third countries outside the EU, please list which countries are concerned, which categories of data will be transferred and purpose for the intended data transfer.

 

	Deletion periods:
How long are the data to be stored?


	
	Here you define if legal retention periods or relevant deletion periods exist. According to art. 5 para. 1 e) GDPR personal data may be stored for no longer than it is necessary for the purposes for which the data are processed. Considering the legal (e.g. fiscal), statutory or contractual retention periods, personal data are to be erased immediately if the purpose does no longer exist. Unless deletion has chosen or in doubt regarding retention periods and erasure routines, the data processing officer is to be consulted.
Example: 
Duration of the existence of the system (PC server), manual deletion acc. to provisions of the management; resetting passwords after leaving the company / years after the last entry; elimination 10 years from the end of the reference calendar year acc. to § 147 Fiscal Code (AO)


	Describe, which technical and organizational measures (TOM) you are taking to ensure data integrity

	
	Art. 32 GDPR requires to ensure security of data processing according to current state of the art. 
Here you describe, which technical and organizational measures you take to protect personal data (from destruction, misuse, unauthorized access etc.). Please list security procedures taken with regard to processing of personal data which are beyond the existing general security concept.

Example:
Separate safekeeping of records in a locked file cabinet, closing of subsections (closed shop), use of independent systems, individual access rights, submission to security concept of service providers, logging, encryption.



	Potential risks / possible damage

	
	Description of potential risks or possible damages which may be caused by processing for data subjects.
Example:

Discrimination, identity theft, financial loss, reputational damage, loss of confidentiality of data which are covered by professional secrecy, unauthorized annulment of pseudonymizaton, prevention from controlling one’s own data
Processing of sensitive data (acc. to art. 9 GDPR), profiling locations, individual profiling.
Unauthorized transfer of sensitive data to third parties, loss of availability of services, generating fear, generating misunderstandings/ irritation, slight physical impairments to affected people, degradation credit ratings with bankers/credit agencies, damage to property, loss of employment, coercive measures, threat of punishment, deterioration of health status, not compensable financial loss or loss of employment, psychological or physical long term damage, death

	Remarks
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